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February II , 2014 
Via US ECFS 

Marlene H. Dortch, Secretary 
Federal Communications Commission 
445 lih Street S.W. 
Washington, D.C. 20554 

RE: Vocal IP Networx, Ltd. 
Form 499 Fi ler ID: 826960 
Annual Customer Proprietary Network tnfonnation Compliance Certification; 
EB Docket No. 06-36 

Dear Ms. Dortch, 

Enclosed for fil ing is the Annual Customer Proprietary Network Information C'CPNI") 
Compliance Certification; EB Docket No. 06-36, filed on behalf of Vocal IP Networx, Ltd. 

Please do not hesitate to contact me at 407-260- l 0 I I or mark@csilongwood.com if you have any 
questions or concerns. 

Thank you for your assistance in processing this filing. 

Mark G. Lammert, CPA 
Tax Preparer for Vocal IP Networx, Ltd. 

cc: Vocal IP Networx, Ltd. 
file: Vocal IP Networx , Ltd.- PUC- FCC 



STATEMEI\"T OF POLICY IN TREATYlF.NT OF 
CL'STOMER PROPRIETARY NF.TWORK INFORMATI ON 

I. It 1~ \'oc.:al IP \cmorx Ltd. (hereafter referred to as ·'Vocal IP Nclworx··) policy not to 
usc CP'll for an) ac.:ti\ ty other than pcnni tted by law. Any c'isclosure of CP~Ito other 
parttcs (~uc.:h as aflilimcs. YCndors. and agents) occurs onl) if ·t is neccssa~· w conduct a 
legitimate.: bu!->ill<.!Ss ac.:tidty related to the.: services alread) prov1dcd b) the cnmpan) ll. the 
customer If the Com puny is nm required b) lm,· to disclose the CP!\T or if the intcndc.:J 
usc UllC!'> not !~til \.\ ithin one of the car\'C outs. the Compan) \\ill lirst obtain the 
customer· s consent pri0r to using C P I. 

.., Vclcal I P '\c.:t worx follows industry-standard practices to pre\ cnt llllCl\lt horizcd access to 
CP~I by a pc.:rson other that the subscriber or Vocal IP '\Jcr.vor"< llowcvcr. Vocal IP 
'\l'l\\orx cannot guarantct: that these practices \\iII prc,·ent cv<·ry unauthoriLed attempt to 

access. us~ \'I" dbclosc personally idcnti liahle information. Therefore: 

. \ I r an unauthorized disclosure \\ere tu occur. \' m:al I P l\ et\\ (lrX l>hall prondc 
noulic.:aunn of the breach '"'ithin seven (7} days to the l'nited States Secret 
Sen icc ("LISSS") and the Federal Bureau of lnvcstigat on ('·Fnf"). 

R Vocul IJ> Nctworx :;hall wait an additional seven (7) days from its govt.:mment 
noti~.:c prior to noti fying the affected customers of the breach. 

C 'Jotwithstamling the pro\isions in subparagraph B abo\·c. Vocal IP !\ctv:orx ~hall 
not \\all the adcitiunal sc,·cn (7) da>·~ to notify its <.'ust:>mcrs if\'ocal IP '\'et\\"llf'\ 
dctcnmrH!S there is an immediate ri-;k of irreparable harm to Lhc.: customers. 

D. Vocal TP '\Jct\\OI"X shall maintain records of discovered breachc:-. for a period of at 
!L-ast two (2) ycnrs. 

) . .1\ll employees "'i ll be trained as to when they are. and arc nnt. authoti7cd to usc CPN! 
upon cmplnyrm:nt with the Company and annually thercafi.cr. 

:\. Spcctltcall). Vocal IP \'et\\'Or\: shall prohibit its pcrs-mnel !'rom n:kasing Cl,l\T 
b,ts<.!J upon a customer-initiated telephone call except under the fbllowmg thrc.:e 
( 3 1 cm:umstanc.!s. 

I. When the customer has pre-established a password. 

When ne infonnat ion requested by lhc cust0mer is to he sent to the 
customer's address of record. or 

\\hen vocal IP '\ctworx calls the customer's telephone number of record 
.mJ discusses the information with the party initiall) idcntifkd h~ 
customer\\ hen servicc was inittalcd. 



B. \ 'ocal IP :--JctwMx may usc CPt\J for the following purposes: 

• To initiate. render. maintain, repair, bill and collect for scn·iccs: 
• To protect its property righL-;~ or to protect its subscribers <'r other carriere: 

from fraudulent, abusive . or the unJa,,·ful usc of. or subscription to. such 
scrYices. 

• To prO\ ide inbound telemarketing. referral or administrative sen ices to 

the customer duri ng a customer initiated cal and with the customer's 
inf()rm~d consent. 

• To market additional services to customers that arc within the same 
ca tcgori~s of service to which the customer a lready subscribes: 

• To market services formerl y known as adjunct-•u-basic services: and 
• To market additional services to customers '" ith the receipt of informed 

consent via the usc of opt-in or opt-out. as appl icable. 

-1. Prior to allowing access to Customers· individually idcnl liable CP'll to Vocal IP 
;-\ct\\orx·~.ioint venturers or independent contractors. Vocal ·p Networ'-: \\ill require. in 
order to safeguard that infom1ation. Lhcir entry into both con idcntialit) agreements that 
ensure.! compliance \Vith this Statement and shall obtain opt-in consent !"rom a cu~tomer 
prior to disclosing Lhc in fom1mion. In addition, Vocal fP Nctworx requircc; all nut!--idc 
Deniers and Agents t<' acknowledge and certi l'y that they may only us~ CPI\1 lor the 
purpose lor v•hich that information has been provided. 

5 V(1C:tl lP \J~t\\"MX requires express written au thorization fi·om the customer pnor to 
dispensing C'P'\J l to n C'.\ carriers, except as otherwis~ required by law. 

6. Vocal !P r-.;etworx does not mmkcl. share or othcr\Yisc sell C PNI information to any third 
party 

7. Vocal IP Nl.!tworx mamtains a record of its own and its aniliatcs· sales and marketing 
cnmpaigns thnt usc Vl)cal !P etworx's customers· CPNI. The record will inc lude n 
descript ion or each campaign. the spcciilc CPNithat was used in the campaign, and \\hat 
products and services were offered as part of the campaign. 

i\. Prior commencement or a sa les or marketing campaign that Utilizes CPNI. Vocal 
IP :--Jem on< cst,1bl ishcs the status of a customer's CPNI approval. The folio"' ing 
sets l()rth the ptocedurc lollowcd by Vocal lP Nctworx. 

• Prior to any solicitation lor customer appro,·al, Vocal IP Nct\\ orX will 
noli I)" customers of their right LO restrict the us~ or. disclosure of. and 
acce-ss to their CPNI. 

• Vocal IP Nctworx will use opt-in approval for any instance in ''hich 
Vocal IP Nctworx must obtajn customer approval prior to usmg. 
disclosi,g. or permitting access lo CP:\f. 



8. Vocal 
!"rom its 
:tl lo'' ~ 
to the 

• :\ customcr·s approval or disapprova l remains in efrcct until the customer 
re,·okes or limits such approval or disapprm·al. 

• R0cords of approvals arc maintained for at least one year. 
• Vocal II ' Nctv.torx provides individual notice tr customers when soliciting 

approval to usc. disclose. or permit access to CP~I. 
• The content of Vocal IP Nctworx·s CP 1 notices comply with FCC rule 

64.2008 (c). 

IP ~ctworx has implemented a system to obtain appr:JVal and informed consent 
customers prior to the usc of CPNI for marketing purposes. This s; stem-; 
for the status or a customer" s CPNT approval to be clearly established prior 
use or cr '1. 

9. VocaiiP Ncrworx has a supervisory rc' iew process regarding compliance with the CJ>'\JI 
ruks for outhnund marketing situations and will maintain compliance records for at least 
one year. Spcci lically. Vocal TP 1'\ctworx's sales personnel will obtain express approval 
or an> proposed outbound marketing request for customer app~oval of the use of CP~ J h~ 
The (icncral Counsel of Vocal IP :-Jetworx. 

I 0. Vocal I P Cl\\Orx no,i fics t:ustomcrs immediately of any account changes. including 
adc.lrcs~ or record. auth,~ntication . online account and passworc related changes. 

II. Vocal lP Nctworx may negotiate alternative authentication procedures for scrvicl's that 
Vocal IP '\ktworx provides to husiness customers that 1ave a dedicated account 
rcprcscntati ve an <.I n contract that specifically addresses Vocal I P Ntt worx · s protection or 
CPl\l. 

I~. Vocal IP '-kt\\'or'< is prcpareJ to pro\ ide written notice within live business days to the 
FCC or any instance v.here the opt-in mechanisms do not work properly to such a degree 
that consumcr·s inabil ity to opt-in is more than an anomaly. 



A '\'NlJAL .p C.F.ll S: 64.2010 (c) CPNI CI':H.TIFICAT ION FOR 201-' 
Ell Docket 06-36 

Date I lied: January '27, 2014 
Name ll i'Comnany: \'ocul IP \Jctworx. Ltd . 
l'tmn 499 Fikr ID: 826%0 
:'\amc ol' Sign.ttor~: Irena Rc;nik 
l11le ol "i!!ll<HOr\: CI·O 

I. Irena RCi'nik. certify that I am an officer of the company named above. and acting as an agent 
or the company. that I have pe ·sonal knowkdgc thntthe company ha~ cstablhhcd operating 
proccJun.:~ that arc auc<.jua t~.: 10 ensure compliance with the Commission's C P"\"1 mks. Sec 47 
CI".R &6-L'Y-00 I et '"lf 

\II<H.:hcd tn tht~ ccni lication 1~ an accomp<m) ing statement c~plaini n~. ho\\ the company· s 
procedures ensure that the company is in compliance with the rc<.jutrcments set f(>rth in section 
6-L2001 et \r!<J. of the Commission. s rules. 

Thc company has not tak.t·n any actions (proceedings instituted or petitions filed b) a comp:m~ at 
cith...:r ~tall.' commission~. the colll1 system, or at the Commission agai lSI data hro!...crs) against 
data hrokcr~ in 1hc pa~t year The steps the company has taken to prolcct CP'\11 tncludc uptlaung 
tts CP'\1 prnctice~ ..tnd prm:l:d urc~ and conducung nc\\ training dc:o.igred to ensure complia·1c~: 
''ith the I('("~ modified CP>JI rules. 

l'h~ wm;xm~ ha~ nol rccch cd an) cusltlmer complaints in the pas1 ~car concerning the 
unuuthnn;cd release of ( · Pl\. I. 

Signed. ~ ;P-----


